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Secret-Key Generation in Wireless Fading Channels
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Secret-Key Generation in Wireless Fading Channels
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Secret-Key Generation in Wireless Fading Channels
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Secret-Key Generation : Prior Literature

Secret-Key Generation in Wireless Systems

@ A. Hassan, W. Stark, J. Hershey, and S. Chennakeshu ('96)

@ UWB Systems: Wilson-Tse-Scholz ('07), M. Ko ('07),
Madiseh-Neville-McGuire('12)

@ Experimental UWB: Measurements for Key Generation Madiseh ('12)

@ Narrowband Systems: Azimi Sadjadi- Kiayias-Mercado-Yener ('07),
Mathur-Trappe-Mandayam -Ye-Reznick ('10), Patware and Kasera ('07)

@ OFDM reciprocity: Haile ('09), Tsouri and Wulich ('09)

@ Quantization Techniques: Ye-Reznik-Shah ('07), Hamida-Pierrot-Castelluccia
('09), Sun-Zhu-Jiang-Zhao ('11)

@ Adaptive Channel Probing: Wei-Zheng-Mohapatra ('10)

@ Unauthenticated Channels, Impersonation Attacks, Spoofing: Mathur et al.
('10), Xiao-Greenstein-Mandayam-Trappe ('07).

@ Mobility Assisted Key Generation: Zhang-Kasera-Patwari ('10),
Gungor-Chen-Koksal ('11)

@ Active Eavesdroppers: Zafer-Agrawal-Srivatsa

Software Radio Implementations: Jana et. al. ('09)
@ MIMO systems: Wallace and Sharma ('10), Shimizu et al. Zeng-Wu-Mohapatra
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Secret-Key Generation : Prior Literature

Information Theoretic Secret-Key Generation:

@ Information Theoretic Secrecy: Shannon '49

@ Secret-Key Generation from Correlated Randomness: Maurer ('93),
Csiszar-Ahlswede ('93)

@ Strong Secrecy: Csiszar ('96), Maurer-Wolf ('00), Watanabe ('11)

@ Secret-Key Generation over Unauthenticated Channels: Maurer and Wolf ('03)

@ Multi-terminal Secret-Key Generation: Csiszar-Narayan ('04)

@ Joint Source-Channel Coding: Khisti-Diggavi-Wornell ('12),
Prabhakaran-Eswaran-Ramchandran ('12)

@ Secret-Key Generation over Channels with State: Khisti-Diggavi-Wornell ('12),
Khisti ('10), Zibaeenejad ('12)

@ Secret-Key generation over Two-Way channels: Ahmadi and Safavi-Naini ('11)

@ Network Coding for Secret-Key Agreement: Chan ('11)

@ Authentication based on Secret-Key Generation: Willems and T. Ignatenko ('12)

@ Minimum Rate for Secret-Key Generation: Tyagi ('12)
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Gap between Theory and Practice

@ There exists a disconnect between the Information Theoretic
Models and Practical Systems for Secret-Key Generation

@ No Information Theoretic limits are known!

@ No provably optimal signalling scheme is known.
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Problem Setup

ForwardLink Yg =NygX, + Ny
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Block-Fading:
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Approximate Reciprocity: o
(haB,hpa) ~ phAB,hBA(W )

Independence:

e |

Channel Reciprocity

Gain —
—

Time

(gar,8BE) L (hap, hpa)

Nov. 14, 2012 6/ 22



Problem Setup

Forwardlink Yg =Xy +Npg
TA% ~ B Mg
A N .
S 7
\l/ AN XA =hgaXg +Ng,  Reverselink # \l/
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~ 7
Zpe :gAEXA+nAE\\A kz’ZBE =0peXg +MNge

yB(i) = hAB(’i)XA(i) + nAB(i), yA(i) = hBA(’i)XB(i) + nBA(i)
zap(i) = ga(i)xa(i) + nap(i),  zpp(i) = g(i)xp(i) + npe(i)

Two Way Channel:

Interactive Comm.: x4 (i) = fa(ma,ys ), xp(i) = fe(mp,y5 ")
Average Power Constraint E[|x4|?] < P, E[|xg|*] < P.
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Problem Setup
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Secret-Key Generation

Secret-Key Capacity.

& |

ka =Kaly},ma), kg = Kp(yf, mp)
Reliability: Pr(ka # kp) <en

Secrecy: I(ka;zY,z5, g, g5) < Nen
Rate R = %H(kA)
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Secret-Key Capacity — Upper Bound
Khisti'12

An upper bound on the secret-key capacity is given by:

1
Rt < —I(hap; hpa)+ ma: I(yB;xa|lhaB, za,
<7 (hap; hpa) P(hA;)(eP{ (vB;xalhap,za,84)}

+ max I(ya;xglhpa,zB,
L (va;xlhpa, zB,8B)

where: py,ihap = CN (0, P(haB)) ; Dxglhps = CN (0, P(hpa)).

y
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Secret-Key Capacity — Upper Bound
Khisti'12

An upper bound on the secret-key capacity is given by:

1
Rt < —I(hap; hpa)+ ma: I(yB;xa|lhaB, za,
<7 (hap; hpa) P(hA;)(eP{ (vB;xalhap,za,84)}

+ max I(ya;xglhpa,zB,
L (va: xB|hpa,zB,8B)

where: py,ihap = CN (0, P(haB)) ; Dxglhps = CN (0, P(hpa)).

y

Interpretation of the Upper Bound:

@ Channel Reciprocity: %I(hAB;hBA)
e Forward Channel: I(yp;xalhap,za,84)
@ Reverse Channel: I(ya;xglhpa, zB,8B)

Nov. 14, 2012 7/ 22



Training-Only Scheme

Probe K Coherence Blocks

T T
v |velwe e |ve |velve|ve|ve || e e
he (1) hag (i +1) g (i +2)
@ x4(i t):\/I_D

e yp(1) = \/ﬁ hap(i) - 1+ n(i)
o hap(i): MMSE estimate

@ Estimate /AﬁfB on the forward link; /A)éfA on the reverse link.

Secret-Key Rate: Rt = %I(BAB; inA)
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Training-Only Scheme

Probe K Coherence Blocks

T T
hs (i) hg (i +1) g (i +2)

o xa(i,1) = VTP, xa(i,t)=0,i=1... K, t=2,...,T.
e yp(i) =VT - -Phap(i)+n(i), i =1,2,..., K
o hap(i): MMSE estimate

@ Estimate /AﬁfB on the forward link; /A)éfA on the reverse link.
Secret-Key Rate: Rt = %I(BAB; inA)
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Message Transmission

Lai-Liang-Poor '12

VP R R

Message Transmission Message Transmission

e Training: x4(i,1) = VP, Ry = %I(BAB; BBA)
o Secure Msg. Transmission: {xa(7,2),...,xa(,T)};z 0.
Ry =THE [10g(1 + Py(hap)lhap|?) — log(1 + PZ(EAB)|gA|2)]

The overall rate is NOT: Rr + Ry

@ Power Allocation in R leaks EAB to Eavesdropper

e Without Power Allocation, Ry is generally zero.
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Proposed Scheme: Randomness Sharing

Khisti '12

T T

1/Pl N(O,P;) | N(O,P;) | N(OP;) | N(O,P;) 1“31 N(O,P;) | N(O.P;) [ N(O,P;) | N(O,P;) JPl N(O,P,)

Randomnes3 Sharing Randomness Sharing

@ Training: x4(i,1) = VP
e Randomness Sharing: x4(i,t) ~ CN(0,P,) for t =2,...,T
xA(1) = [xa(i,2),...,xa(:,T)] € cT-1.

e Training: hap(i) and hpa(i)

e Correlated Sources:
Forward Channel: yg(i) = hap(i)xa(i) + np(i) € CT1,
Reverse Channel: y4(i) = hpa(i)xg(i) + na(i) € CT—1
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Proposed Scheme: Randomness Sharing

Khisti '12

T T

R CES ECE SR EVCESE ECESE | BN

NOP,) | NOP) | NOPY | NOPY [ | L[R [ NOPD
Randomness Sharing Randomness Sharing
A B E
K K K K
Channel State h%A hl%B (gA[,(gB )
Forward Channel x?( yg Z?}E
Reverse Channel | y3 | xp Z5p
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Proposed Scheme: Randomness Sharing

Khisti '12

T T
\/Fl N(0,P,) [ N(O,P,) | N(O,P,) | N(O,P,) \/El N(0,P,) | N(O,P,) | N(0O,P,) | N(O,P,) \/El N(0,P,)
Randomnes3 Sharing Randomness Sharing
A B E
Channel State th hﬁfB (gf,gg)
Forward Channel | x& | y& 45
Reverse Channel yf xg zng

Generate a secret-key from these sequences.
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Error Reconciliation

Public Discussion Channel, Discrete-Valued Sequences

Channel-Sequence Reconciliation

K K ~K ~K
hAB hBA hAE hBA

el Ak Pz | B
Discussion Channel Discussion Channel

A l— W @Pp— .| B

H(¢a) = H(hpalhap), H(¢p)=H(haplhpa)
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Error Reconciliation

Public Discussion Channel, Discrete-Valued Sequences

Channel-Sequence Reconciliation

~k K K oK
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Discussion Channel Discussion Channel

Source-Sequence Reconciliation
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Discussion Channel Discussion Channel

Common Sequence:(yX, yX,h*)

H(1a) < H(yalxp, hag, hpa), H(¥g) < H(yg|xa, hap, hpa)



Equivocation Bound

@ Public Messages: {¢a,0p,1v4,VB}
e Common Sequences: (yff,yg,ﬁfB,EgA)

@ Equivocation Rate:
ﬁH(Y,{\{a Y§; h,{}(B? th‘¢A7 ¢B7 wAa ¢Ba ZKa gK)
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Equivocation Bound

Equivocation-Rate Bound:

H(yA ) yg? 771[4{37 EgA‘¢A7 ¢Bv 1/1A7 ¢Ba ZK7 gK)
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Equivocation Bound

1

ﬁH(y§7 yg? /ALI4(B7 E§A|¢A7 ¢Ba ¢A7 77bB7 ZK7 gK)

1 _ . A T —1 N
> S —=I(hap;hpa) +——— I(YBQXAahAB)_I(}/BQZAagA7hAB)]
T (\AB; BA) 75

2

Training Forward Channel

T—-1 N
+ =7 [I(YA§XB, hpa)) — I(ya; zB, &8, hBA)} } = Ryey

~
Reverse Channel
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Equivocation Bound

1
T K

1 " A T —1 A
> 9 = I(hap; hpa) +——— I(YB;XA,hAB)—I(yB;ZA7gA,hAB)]
T QAB; IBA) T 75

/

H(yA7yB7hAB7hBA|¢A d)B '(/JAva? 7gK)

Training Forward Channel

T-1 .
[ )~ 12, h0)] | = Py

Reverse Channel

1
T

+ max I(ya;xglhpa,zp,
pnax_ (vasxBlhpa, zB, &B)

RY < —I(hap; hpa)+ max {I(yp;xalhap,za,g4)}
P(hAB)GP
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High SNR Regime

In the high SNR regime our upper and lower bounds coincide:

lim {R+(P) - RI;D(P)} < %

P—oo

hag|? hpal?
c=F [log (1+ | AB‘2)]+E [log (1—1— | BA|2)]
|gaE| |g5El

where
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Separation Scheme

Without Public Discussion

(T-1)

Training Communication

Transmission Public Discussion

K Coherence Blocks g K g, K

Phase Coherence Blocks
Probing + Randomness Sharing K
Channel-Sequence Reconciliation e1- K
Source-Sequence Reconciliation gy K

Nov. 14, 2012 14/ 22



Error Reconciliation - Channel Sequences

{ﬁzs
A

F]\I;(A uBKA N ¢A ugA
e g 92 e !

Wireless Channel

K
JhBA
K B K
u K h
Wireless Channel
Common Sequence: uf = (uf, uf ).

Rate Constraints:
o I(UBA,hBA‘hAB) (T—l)RNc(P)
o I(uap;haglhpa) < ei(T —1)Rnc(P)



Error Reconciliation - Source Sequences

xgluK
A

yK VK 1% VK
: Sl PC b SN I 4

Wireless Channel

xilu

B

K

K

A RucP) S Ve [ouanizer VE_Binning |+ 2

Wireless Channel

@ X

Rate Constraints:
I(va;yalxp,u) < e2- Rne(P), I(vB; yBlxa,u) < 2 - Rnc(P)

Nov. 14, 2012 16/ 22



Secret-Key Rate

Without Public Discussion
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Secret-Key Rate

Without Public Discussion

1 1 T-1 T-1
R——(TRT—F T Rp + T RB)

Ry = I(uap; hpa) + I(upa; hap) — I(uap; upa)
Rp = 1(va;xB,uaB,upa) — I(va; zB,gB, hpa)
Rp = I(vp;Xxa,uaB,upa) — I(vB; 24,84, haB)

Rate Constraints:

I(upa; hpalhag) < e1(T — 1) Rnc(
I(uap; haglhpa) < e1(T — 1) Rnc(
I(va; yalxp, uap, upa) < eaRnc(P)
I(vB; yB|xa, uaB, upa) < e2Rnc(P)

P)
P)
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High SNR Regime

In the high SNR regime our upper and lower bounds coincide:

lim {R+(P) —R—(P)} < %

P—o0

hag|? hpal?
c=F [log (1+ | AB‘2)]+E [log (1—1— | BA|2)]
|gaE| |g5El

where
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Numerical Plot

SNR =35 dB, hy, hy ~ CN'(0,1), p = 0.99.
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Numerical Plot

T =10, hy, hy ~ CN(0,1), p = 0.95
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Secret-Key Capacity — Upper Bound
Khisti'12

An upper bound on the secret-key capacity is given by:

1
RT™ < —I(hap;hpa)+ max {I(yg;xalhap,za,
<7 (hap;hpa) P(hAB)EP{ (yB;xalhap,za,84)}

+ max I(ya;xglhpa,za,
L, (va; xg|hpa, 2B, 8B)

where: Pxalhap = CN(07P(hAB)) » Pxglhpa = CN (Oap(hBA))

y
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Upper Bound - Proof

Maurer '93

NR < I(ka; kg) — I(ka; 2V, g%)
I(ky; kp|z™,g")
I

(ma, h3 4, y2 s mp, hig, vy |27,

IN AN IA

N N)

Nov. 14, 2012 21/ 22



Upper Bound - Proof

Maurer '93

(k ) (kAv >gK)
(ka; klz" , g")

< I(ma, W5 a4,y me, b5, y5 2",

:I(mAvhBAvyA 1mB=hAB7 2N, g")+

I(ya(N); mB7hABv 2N, gk mA7hBAaY,14V h+
I(m BA’yA ;}’B( )’Z ’g mBahAB? N 1)+
(

I(ya(N);yp(N)|2N g™ mp, hp, y5 ~ JnAathzyi;V h.

N N)
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Upper Bound - Proof

Maurer '93

I(ka; kp) — I(ka; 2V, g™)
< I(ka; kp|z", g%)
I

(mA7hBA7yAamBahAB7yB‘ZN N)

= I(ma, hg 4,y s mp, hp, yp tZY, K)"‘

~~

N-1 - —
Sl(mz‘h gA’.yA .mB’h%ByyB |ZN 17gK)

I(ya(N); mp, hig, v 1|z g™ ma, vy T +

(XB(N)'}’A(N)|ZB( ).&8(N),hpa(N))
I(y(N); ma, hya, vy 12", &% mp, hip, yi ") +
<I(xa(N)iys(N)|za(N).ga(N),han(N))
I(ya(N);yp(N)[2", 8", mp, hllp. vy ™' ma, b4y 1)
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Upper Bound - Proof

Maurer '93

I(ka; kg) — I(ka; 2V, g%)
I(kas kpl2", g")
I

N N
(mAahBAayAymBahAB yB|Z )

N
I(hip; hga) + Y 1(x(0); ya(i)|zs(i), g8(i), hpa(i))+
N =1
D I(xa(i);yB(0)|2a (i), ga(0), han (i)
=1

Optimality of Gaussian Inputs, Power Constraints . ..
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Conclusions

@ Secret-Key Agreement in Two-Way fading channels
@ Upper and Lower Bounds on Capacity
e Asymptotic Optimality

@ Significant Gains over Training Based Schemes

Future Work:

@ Improved Upper Bounds
e Stationary Fading Channels
@ Low SNR Regime

e Stronger Eavesdropper Channels
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