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Research in the field of Multimedia Security includes, (a) Exploring the properties of a non-perfect secret
sharing scheme based on controlled mixing, (b) constructing anti-collusion codes with modulation
schemes for traitor tracing (c) study of joint fingerprinting and decryption (d) multiple transform domain
based semi-fragile watermark constructions, (e) robust and fragile watermarking and (f) applications to
copyright protection, access control and electronic transactions.

I The Mix-Split algorithm:

In non-perfect secret sharing schemes,
sets which do not belong to the access
structure have partial information about the
secret. Our research  opens up the
possibility of utilizing the information
leaking from these sets for traitor tracing.
We have proposed a non-perfect secret
sharing scheme called MIX-SPLIT for (n,n)
access control and for tracking invalid
coalitions. Contrary to perfect schemes, by
construction, there is an association
between every t < n subset of shares.
Each share inherits a fraction of traits from
two parent secrets and is one of n unique
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Traces of the properties of inheritance,
anonymity, association and closure can be
seen in manty applications such as (i)
Controlling and tracking e-Prescriptions (ii)

Fig. 3. Graph indicating associations between different shares for a 5-out- Secure storage of biometric PINs and (iii)
of-5 non-perfect secret sharing scheme. The construction also mimics an anti- Joint access and trackin of sensitive
collusion code which can be used for tracing all subsets of traitors within a 9

group of 5 users records.
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