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NSERC STRATEGIC PROJECT 

 

“BUSNet: Biometrics User-Centric Secure Networks” 

 

Project summary: 
We propose to develop an integrated security architecture to effectively and efficiently secure and protect sensitive 

information and data within the domain of a care enterprise, such as wireless health care and home care applications 

and services. Our proposal addresses the need for secure communication and authentication of personal information 

which is also characterized by enhanced privacy and confidentiality. The proposed security architecture, namely, 

“Biometrics User-Centric Secure Networks (BUSNet)” will implement novel biometrics-based security solutions 

and technologies that can be effectively integrated into a plethora of wireless infrastructures. Specifically, this 

research initiative will examine issues and develop solutions for processing of biometrics signals, biometrics 

registration and authentication, biometrics key generation and management, as well as biometrics-based data 

authentication.  

Implementations of the proposed architecture using specific realizations of suitable wireless Body Area 

Network (BAN) configurations will be also developed, examined and analyzed in collaboration with our industrial 

partners. The envisioned BAN taxonomy can be subdivided into two cooperating components: i) a module 

consisting of the communications and secure aggregation of biosignals within a particular BAN; ii) a module which 

handles the communication between the BAN and the service provider. A distinguishing feature of such a taxonomy 

is that the first module, with transmissions within a BAN, is comprised of sensor nodes that are severely resource 

constrained. By contrast, the second module, with communications between the central node of a BAN and the 

server, involves devices that are typically both more computationally capable, and more separated in distance. 

Therefore, various relevant challenges will be investigated and addressed for each configuration. In particular, for 

the first module, the issues include efficient resource allocation, timing synchronization between nodes, coordination 

between central node and other sensors, storage mechanism, as well as interferences from neighboring BAN nodes. 

To this end, a key enabling technology involves the utilization of biometrics, specifically electrocardiogram (ECG) 

signals for the secure key establishment. Concurrently, for the second module, techniques will be developed for 

ensuring transmission security, reliable scheduling, efficient data rate, as well as robust modulation and coding 

schemes for a wide range of application scenarios. Initially, the design and testing of both modules may be achieved 

independently. However, for optimal performance, considerations of the specifications and requirements in both 

sections need to be made in the final overall system. 

All in all, the proposed BUSNet security framework constitutes an effective mechanism that integrates a novel 

security architecture and a cost effective networking configuration to develop a realistic, feasible and cost effective 

solution for secure transmission of sensitive information, which are among the most fundamental requirements of 

modern and future health/home care services. 
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